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IN THE CLAIMS 
Please amend the claims as follows: 

Claim 1 (Currently Amended): An information-processing apparatus used for 
carrying out a process to d e crypt for decrypting encrypted data stored on an information- 
recording medium, said information-processing apparatus having comprising a plurality of 
encryption-processing units, each encryption-processing means for unit including said 
encrypted data stored on said information-recording medium and comprising : 

first generating means for generating a first block key Kbl on the basis of a first seed 
serving as key generation information set for tfie e ach of encryption-processing unit i^iite 
composing said encrypted data stor e d on said information recording m e dium ; 

acquiring means for acquiring a second seed by carrying out a process to d e crypt 
decrypting an encrypted second seed stored on said information-recording medium on the 
basis of said generated first block key Kbl ; 

second generating means for generating a second block key Kb2 by carrying out an 
encryption process encrypting based on said acquired second seed; and 

decrypting means for decrypting said encrypted data stored on said information- 
recording medium based on said generated second block key Kb2. 

Claim 2 (Currently Amended): The information-processing apparatus according to 
claim 1 , said information-processing apparatus having including storage means for storing 
master-key generation information, wherein said e ncryption processing moans: 

master key generating means generates a master key on the basis of said master-key 
generation information[[;]]i 
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recording key generating means generates two r e cording k e ys first recording key Kl 
and second recording key K2 on the basis of said generated master key and information read 
out from said information-recording medium[[;]]i 

said first generating means generates a said first block key Kbl by carrying out an 
encryption proc e ss encrypting based on said generated first recording key Kl and said first 
seed[[;]]^ 

said acquiring means acquires a said second seed by carrying out a process to deorypt 
decrypting ae said encrypted second seed stored on said information-recording medium on 
the basis of said generated first block key Kbl [[;]]:, 

said second generating means generates a said second block key Kb2 by carrying out 
an encryption proc e ss encrypting based on said acquired second seed and said generated 
second recording key K2[[;]];i and 

decoding means decodes encrypted data stored on said information-recording medium 
by carrying out a decryption proc e ss decrypting based on said generated second block key 
Kb2. 

Claim 3 (Currently Amended): The information-processing apparatus according to 
claim 2 wherein said e ncryption processing moans also: 

unique key generating means generates a first title unique key and a second titie 
unique key on the basis of said master key, a disc ID, which is information read out fi-om said 
information-recording medium, and two titie keys recorded on said information-recording 
medium[[:]] , and 

said recording key generating means generates a said first recording key Kl by 
carrying out an encr>ption process encrypting based on said first title unique key and first 
information read out fi-om said information-recording medium[[;]]^ and generates a said 
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second recording key K2 by carrying out an encryption proc e ss encrypting based on said 
second title unique key and second information read out from said information-recording 
medium. 

Claim 4 (Currently Amended): The information-processing apparatus according to 
claim 2 wherein said encryption-processing means also: 

unique kev generating means generates a first title unique key and a second title 
unique key on the basis of said master key, a disc ID, which is information read out from said 
information-recording medixim, and one key seed recorded on said information-recording 
medium[[:]] . and 

said recording kev generating means generates a said first recording key Kl by 
carrying out an e ncryption proc e ss encrypting based on said first title unique key and first 
information read out from said information-recording medium[[;]]i and generates a said 
second recording key K2 by carrying out an encryption process encrypting based on said 
second title unique key and second information read out from said information-recording 
medium. 

Claim 5 (Currently Amended): An information-recording medium drive used for 
reading configured to read out encrypted data from an information-recording medium and 
outputting output said encrypted data to an external apparatus, said information-recording 
medium drive comprising: 

an authentication-processing unit for carrying configured to carry out an 
authentication process with said external apparatus to receive said encrypted data read out 
from said information-recording medium in order to generate a session key Ks; and 
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a plurality of encryption-processing units, each encryption-processing m e ans for: unit 
including said encrypted data stored on said information-recording medium and configured 
to: 

generating generate a first block key Kbl on the basis of a first seed serving as 
key generation information set for the encryption-processing unit each of e ncryption 
processing units composing said encrypted data stored on said information recording 
modium [[;]]^ 

acquiring acquire a second seed by carrying out a procoGS to decrypt 
decrypting an encrypted second seed stored on said information-recording medium on 
the basis of said generated first block key Kbl [[;]]^ and 

generating generate output-use encrypted information by carrying out a 
proc e ss to e ncrypt encrypting data including said second seed on the basis of said 
session key Ks, wherein said output-use encrypted information obtained as a result of 
said process to encrypt data including said second seed on the basis of said session 
key Ks is output through an interface. 

Claim 6 (Currently Amended): The information-recording medium drive according to 
claim 5 wherein said each encryption-processing unit is further configured to moans also : 

generat e s generate a master key on the basis of master-key generation information 
held by said information-recording medium drive; 

gen e rat e s generate two recording keys Kl and K2 on the basis of said master key and 
information read out from said information-recording medium; 

gen e rat e s generate a tiie first block key Kbl by carrying out an encryption process 
based on said generated first recording key Kl and said first seed; 
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acquir e s acquire a the second seed by carr>ing out a proc e ss to d e cr>T>t an decrypting 
the encrypted second seed stored on said information-recording medium on the basis of said 
generated first block key Kbl ; 

generates generate the output-use encrypted information by encrypting data including 
said second seed and said second recording key K2 on the basis of said session key Ks; and 

outputs output said output-use encrypted information including said second seed and 
said second recording key K2 through an interface. 

Claim 7 (Currently Amended): An information-processing apparatus «sed for 
carrying out a process to d e crypt decrypting encrypted data received from an extemal 
apparatus through a data input interface, said information-processing apparatus comprising: 

an authentication-processing unit for carrying out an authentication process with said 
extemal apparatus outputting said encrypted data in order to generate a session key Ks; and 
an encryption-processing unit for: 

acquiring a seed used as key generation information and a recording key by 
carrying out a process decrypting, based on said session key^, to decrypt encrypted 
information received through said data input interface[[;]]i 

generating a block key to be used as a decryption key for decryption of 
encrypted data by carrying out an encryption proc e ss encrypting, based on said seed 
and said recording key[[;]]i and 

carrying out a process decrypting, based on said block key^ to d e crypt said 
encrypted data. 

Claim 8 (Currently Amended): An information-recording medium drive used for 
reading out encrypted data from an information-recording medium and outputting said 
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encrypted data to an external apparatus, said information-recording medium drive having a 
configuration comprising: 

an authentication-processing unit for carrying out an authentication process with said 
external apparatus to receive said encrypted data read out from said information-recording 
medium in order to generate a session key Ks; and 

a plurality of encryption-processing units including said encrypted data stored on said 
information-recording medium, each encryption-processing unit comprising m e ans for : 
means for generating a block key on the basis of a seed serving as key 

generation information set for eaeh-ef the encryption-processing units unit composing 

said encrypted data stored on said information recording medium ; 

means for acquiring decrypted data by carrying out a process to decr>pt 

decrypting said encrypted data stored on said information-recording medium on the 

basis of said generated block key; and 

means for generating output-use encrypted information by carrying out a 

proco s Q to e ncr>pt encrypting said decrypted data on the basis of said generated 

session key Ks, 

wherein said output-use encrypted information obtained as a result of said process to 
encrypt encrypting of said decrypted data on the basis of said session key Ks is output 
through an interface. 

Claim 9 (Currently Amended): An A method of manufacturing an information- 
recording medium used for storing encrypted data, said method comprising information 
recording medium comprising a configuration for storing : 
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generating, outside the information-recording medium, a first seed serving as key 
generation information set for each of encryption-processing units composing said encrypted 
data; 

storing said first seed in the information-recording medium: 

generating, outside the information-recording medium, a second seed serving as key 

generation information encrypted on the basis of a first block key [[Kb2]] Kbl generated on 

the basis of said first seed; 

storing said second seed in the information-recording medium; and 
generating, outside the information-recording medium, an encrypted content 

encrypted on the basis of a second block key [[Kbl]] Kb2 generated on the basis of said 

second seed : and 

storing said encrypted content in the information-recording medium . 

Claim 10 (Currently Amended): The information recording m e dium method 
according to claim 9 wherein said first seed is stored inside control information set for each 
of encryption-processing units whereas said second seed is stored as encrypted information in 
a user-data area outside said control information. 

Claim 11 (Currently Amended): The information recording m e dium method 
according to claim 9 wherein said first seed is stored in a user-data area as unencrypted data 
whereas said second seed is stored in said user-data area as encrypted data. 

Claim 12 (Currently Amended): The information recording m e dium method 
according to claim 9 wherein said encrypted data is a transport stream packet, said first seed 
is stored inside control information for a plurality of transport stream packets, and said 
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second seed is stored as encrypted information inside one of said transport stream packets in 
a user-data area outside said control information. 

Claim 13 (Currently Amended): The information recording medium method 
according to claim 9 wherein said first seed is stored inside a transport stream packet in a 
user-data area as unencrypted data whereas said second seed is stored as encrypted 
information inside said transport stream packet in said user-data area. 

Claim 14 (Currently Amended): An information-processing method used for carrying 
out a process to d e crypt decrypting encrypted data stored on an information-recording 
medium, said information-processing method comprising the steps of : 

generating a first block key Kbl on the basis of a first seed serving as key generation 
information set for each of a plurality of encryption-processing units composing including 
said encrypted data stored on said information-recording medium; 

acquiring a second seed by carrying out a proc e ss to d e cr>pt decrypting an encrypted 
second seed stored on said information-recording medium on the basis of said generated first 
block key Kbl; 

generating a second block key Kb2 based on said acquired second seed; and 
decrypting said encrypted data stored on said information-recording medium by 
carrying out a decryption proc e ss decrypting, based on said generated second block key Kb2. 

Claim 15 (Currently Amended): The information-processing method according to 
claim 14, said information-processing method fiirther comprising having th e st e ps of : 

generating a master key on the basis of master-key generation information read out 
fi-om storage means; 
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generating two recording keys Kl and K2 on the basis of said generated master key 
and information read out from said information-recording medium; 

generating [[a]] said first block key Kbl by carrying out on e ncryption process 
encrypting, based on said generated first recording key Kl and said first seed; 

acquiring [[a]] said second seed by carrying out a process to decrypt an encrypted 
second seed stored on said information-recording medium on the basis of said generated first 
block key Kbl; 

generating [[a]] said second block key Kb2 by carrying out an onor>ptiQn process 
encrypting, based on said acquired second seed and said generated second recording key K2; 
and 

decrypting said encrypted data stored on said information-recording medium by 
carrying out a d e cryption proc e ss decrypting, based on said generated second block key Kb2. 

Claim 16 (Currently Amended): The information-processing method according to 
claim 15, said information-processing method further comprising having tho otopo of : 

generating a first title unique key and a second title unique key on the basis of said 
master key, a disc ID, which is information read out from said information-recording 
medium, and two title keys recorded on said information-recording medium; 

generating [[a]] smd first recording key Kl by carrying out an encryption proooss 
encrypting, based on said first title unique key and first information read out from said 
information-recording medium; and 

generating [[a]] said second recording key K2 by carrying out an encryption process 
encrypting, based on said second title imique key and second information read out from said 
information-recording medium. 
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Claim 17 (Currently Amended): The information-processing method according to 
claim 15, said information-processing method further comprising having the st e ps of : 

generating a first title unique key and a second title unique key on the basis of said 
master key, a disc ID, which is information read out from said information-recording 
medium, and one key seed recorded on said information-recording medium; 

generating [[a]] said first recording key Kl by canying out an encryption process 
encrypting, based on said first title unique key and first information read out firom said 
information-recording medium; and 

generating [[a]] smd second recording key K2 by carrying out an onor>ption proc e ss 
encrypting, based on said second title unique key and second information read out firom said 
information-recording medium. 

Claim 18 (Currently Amended): An information-processing method used for reading 
out encrypted data fi-om an information-recording medium and outputting said encrypted data 
to an external apparatus, said information-processing method comprising the stops of : 

carrying out an authentication process with said extemal apparatus to receive said 
encrypted data read out fi-om said information-recording medium in order to generate a 
session key Ks; and 

generatin g, outside said information-recording medium, a first block key Kbl on the 
basis of a first seed serving as key generation information set for each of encryption- 
processing units composing said encrypted data stored on said information-recording 
medium; 

acquiring a second seed , outside said information-recording medium, by carrying out 
a process to dccr>pt decrypting an encrypted second seed stored on said information- 
recording medium on the basis of said generated first block key Kbl ; 
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generating output-use encrypted information by carrying out a procosG to e ncrypt 
encrypting data including said second seed on the basis of said session key Ks; and 

outputting said output-use encrypted information obtained as a result of said proc e ss 
to e ncrypt encrypting data including said second seed on the basis of said session key Ks 
through an interface. 

Claim 19 (Currently Amended): The information-processing method according to 
claim 1 8, said information-processing method further comprising having th e st e ps of : 

generating a master key on the basis of master-key generation information held by an 
information-recording medium drive; 

generating two recording keys Kl and K2 on the basis of said master key and 
information read out from said information-recording medium; 

generating [[a]] said first block key Kbl by carrying out an encryption proc e ss 
encrypting, based on said generated first recording key Kl and said first seed; 

acquiring [[a]] said second seed by carrying out a process to decrypt decrypting an 
encrypted second seed stored on said information-recording medium on the basis of said 
generated first block key Kbl ; 

generating said output-use encrypted information by encrypting data including said 
second seed and said second recording key K2 on the basis of said session key Ks; and 

outputting said output-use encrypted information including said second seed and said 
second recording key K2 through an interface. 

Claim 20 (Currently Amended): An information-processing method used for carrying 
out a process to decrypt encrypted data received from an external apparatus through a data 
input interface, said information-processing method comprising the stops of : 
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carrying out an authentication process with said external method outputting said 
encrypted data in order to generate a session key Ks; 

acquiring a seed used as key generation information and a recording key by carrying 
out a proc e ss decrypting, based on said session key^ to d e crypt encrypted information 
received through said data input interface; 

generating a block key to be used as a decryption key for decryption of encrypted data 
by carrying out an e ncryption proc e ss encrypting, based on said seed and said recording key; 
and 

carrying out a proc e ss bas e d on said block key to decrypt decrypting encrypted data. 

Claim 21 (Currently Amended): An information-processing method used for reading 
out encrypted data from an information-recording medium and outputting said encrypted data 
to an extemal apparatus, said information-processing method comprising the steps of : 

carrying out an authentication process with said extemal method to receive said 
encrypted data read out from said information-recording medium in order to generate a 
session key Ks; 

generating a block key on the basis of a seed serving as key generation information 
set for each of a plurality of encryption-processing units composing including said encrypted 
data stored on said information-recording medium; 

acquiring decrypted data by carrying out a process to d e crypt decrypting encrypted 
data stored on said information-recording medium on the basis of said generated block key; 

generating output-use encrypted information by carr>^ng out a process to e ncrypt 
encrypting said decrypted data on the basis of said generated session key Ks; and 

outputting said output-use encrypted information obtained as a result of said process 
to encrypt said decrypted data on the basis of said session key Ks through an interface. 
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Claim 22 (Currently Amended): A compute r-readable storage medium configured to 
store a program , which, when executed, performs a method of decrypting to bo executed for 
carrying out a proc e ss to d e crypt encrypted data stored on an information-recording medium, 
said comput e r program method comprising the steps of : 

generating a first block key Kbl on the basis of a first seed serving as key generation 
information set for each of encryption-processing units composing said encrypted data stored 
on said information-recording medium; 

acquiring a second seed by carrying out a proc e ss to d e cr>T3t decrypting an encrypted 
second seed stored on said information-recording medium on the basis of said generated first 
block key Kbl; 

generating a second block key Kb2 based on said acquired second seed; and 
decrypting said encrypted data stored on said information-recording medium by 
carrying out a dQcr>ption process decrypting, based on said generated second block key Kb2. 
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